
Exposing the 
weakness: 
The Benefits of Penetration Testing



We live in a time when cybercrime has reached an unprecedented level of 
efficiency in identifying and exploiting vulnerabilities. A series of recent 
statistics published by Forbes Magazine shows that the number of attacks that 
have taken place already in 2021 has exceeded the total number of attacks from 
2020. 

In contrast, it has never been more important for organizations to put 
themselves out there. Massive investments in digital transformation initiatives 
and a competitive online presence have become somewhat mandatory in order 
to secure growth. Having an up-to-date security strategy has always been a 
priority investment, and the advancements made by cybercrime have 
emphasized that. 

Zitec’s Security and Data Protection 
Department, SDP, is tasked with 
developing objectives and business 
strategies for our clients, from a security 
standpoint. Creating the right defense for 
each client requires us to be constantly 
up to date with the latest trends and 
technologies that are shaping the fast-
changing landscape of security. Our 
security engineers are on an ongoing 
quest to develop, test, and implement 
solutions that provide product teams 
with the necessary input data regarding 
security risks. Apart from the SDP’s 
regular engagements, the department 
receives routine requests from new 
clients. 

On one such occasion, the team was 
approached by a new client, mentioned 
as Client A from here on, for a 
Penetration Testing assessment of their 
existing web infrastructure. 
Client A has many web applications open 
to the Internet. In one of the preliminary 
discussions involving the company’s 
management and technical seniors and 
our SDP team, the two parties outlined 
the goal: highlighting any potential 
vulnerabilities that could affect the 
network and systems.

Together we decided on a time frame, 
and because it was a limited one, Client 
A asked us for our expert opinion on 
what were the systems most prone to 
external attacks. Our team was given a 
high-level overview of the business-
critical systems and how they are 
interconnected. However, we considered 
that additional visibility of the existing 
public infrastructure was required in 
order to properly assess the effort that 
would go into the assessment 

We decided to allocate some time for 
mapping out existing framework 
resources such as domains, sub-
domains, and IP addresses belonging to 
the client. Based on the results found in 
this phase, we scheduled a scoping 
meeting in which we specified what 
applications, systems, and IP ranges 
would be included in the test. 
Additionally, we helped Client A prioritize 
their systems based on a set of factors: 
visibility, sensitive data stored and 
processed, and the number of users. At 
the end of the scoping phase of the test, 
there were 3 well-defined targets to 
simulate an attack on. 

It’s better to prevent… 
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Administrator Portal 
One of the web applications that we had to assess was described by the customer as an 
administrative area where only authorized users should be able to log in and use existing 
features. This system had the role of a control tower that managed the information 
stored and displayed on the client’s main portal, also one of the targets. The 
administrator dashboard was hosted on a subdomain with a suggestive name: https://
admin.redacted.com/ 

We opened that URL in a web browser and, at first glance, based on the message shown 
it seemed that access to anonymous users was restricted. 

For pen testers or developers, this error message may look very familiar. Based on 
previous experience (or by typing in the error message in Google) it was clear to us that 
the target was an ASP.NET web application. With this step, our journey in the process of 
testing the application began.  

Information Gathering 
Before starting penetration testing of any public-facing web application it is necessary to 
research the Internet presence of the target and collect as much information as 
possible. This initial step is called Information Gathering and helps in determining 
various entry points that can be used for later attacks. Usually, there are multiple 
methods applicable in this process, but among the most popular are port scanning, 
service fingerprinting, assets discovery, and subdomain brute force. However, being a 
relatively isolated target didn’t help us much at that point and the only information we 
had was that it is a web application, protected by a Cloudflare WAF and without many 
references in search engines results.

Targets in our crosshairs
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At that point, we understood that the only way to get a foothold into the system should 
be through the web application itself and its exposed functionalities. We decided to not 
let ourselves be discouraged by the authorization error message and considered looking 
for other ways to find at least the administrator login page. 

Fuzzing existing files and directories 
The next step we took was to perform a content discovery phase, where through brute-
force techniques, we detected unreferenced, obsolete, or forgotten files and directories 
available on the web server. There are plenty of ways to achieve this, but we think the key 
in this technique is to use a fast tool (e.g. Burp Intruder, ffuf) and generous word lists.  

Running the scan didn’t reveal many accessible entry points, as most of the results were 
forbidden directories, except the following path: https://admin.redacted.com/tool  

Once accessed in the web browser, after a few seconds of loading, the page redirected 
us to another path: https://admin.redacted.com/adminTool/tool where we were greeted 
with the administrator log-in screen we were waiting for. However, the browser 
redirection was implemented on the client-side through JavaScript, and we decided to 
analyze more in-depth how this functionality was implemented in the original page. 

Inspecting the source code 
Inspecting the source code revealed references to external JavaScript libraries and CSS 
resources used for the application UI. However, through the last lines of code we noticed 
that the AngularJS services and controllers responsible for the Administrator application 
were referenced before a successful log-in.

Exposing the client-side part of a sensitive web application before the user proves his 
identity could be dangerous as technical details (hostnames, API endpoints, requests 
descriptions) are usually stored in JavaScript files. External attackers could gain access 
to useful information about existing paths, allowed methods, request parameters and 
can obtain a high-level overview about how the application’s functionalities are built.
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JavaScript reverse engineering 
We considered that a good review of the files discovered previously could be useful in 
our efforts. Using a combination of both manual and automated inspection we took 
every JS file for a closer look. In just a couple of minutes we were able to discover the 
location of the API server: https://admin.redacted.com/api/ as well as a whole list of API 
endpoints. 

There were approximately 90 different endpoints and checking each of them manually 
was not time efficient. We then thought of a solution that would allow us to make calls 
to each API endpoint efficiently with the option to easily modify requests and see server 
responses. 

We relied on the Intruder functionality found in Burp as we were able to use the list of 
endpoints and perform API fuzzing. Thinking about how API servers are developed and 
how they can provide different responses depending on the method used in the request, 
we improved our attack by supplying another list containing all the existing HTTP 
methods.  

The Cluster bomb attack type proved to be a golden bullet as we were able to issue 
requests with all existing permutations between endpoints and methods. For PUT and 
POST requests we needed a few additional headers, but overall, this fuzzing phase took 
about one minute to be completed. 

Most of the requests resulted in 401 Unauthorized responses and couldn’t be used for 
further attacks. However, one of them returned a different error message, a 400 Bad 
Request that for us looked promising: api/uploadLogo. 

As the readers may guess, based on its name, the endpoint was used for a file uploading 
functionality. We wanted to see how the front-end components of the application 
interacted with this endpoint, so we downloaded all the AngularJS JavaScript files 
locally and did a quick search. We specifically looked for the presence of this endpoint, 
as it could be useful for us to understand which parameters, values, and headers are 
accepted by the application for calling this endpoint.
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What we observed was that in the client-side component of the web application, the 
angular-file-upload library was used. This is an open-source AngularJS module used by 
developers for simplifying the file upload process. However, being publicly available 
allowed us to install it locally and, by writing a few lines of code, we could observe how 
an upload request would look like. 

Unauthorized upload to the web server 
Our first attempt was to send a new request to the uploadLogo endpoint and try to 
upload an image. Surprisingly, the web server returned a 200 OK status code that 
indicated the success of the request as well as the name of our image. 

At this step, we had a good indication that we could upload files on the web server in an 
unauthorized way. However, we didn’t know the location where our image was uploaded 
and the path we could use for accessing it. Most applications are developed such that 
they store user-uploaded content in cloud data storage (e.g., Amazon S3, GCP storage 
buckets) as it provides both security and reduced costs. For our pen testing exercises, 
this assumption was not what we wanted as in this case, we couldn’t proceed with our 
attack.  

Out of the box  
Until this part of the assessment, we knew that our target was a web application, hosted 
on a Microsoft-IIS server (disclosed in the Server HTTP header) and developed in 
ASP.NET framework. What we needed for going further was the location where all 
uploaded files are stored. 

We decided to review all the information we had until that moment, including the files 
and folders discovered in the fuzzing phase. This way we remembered a directory called 
Content that denied our access every time we tried to access it. From our research, we 
found that this folder is auto-generated and specific for ASP.NET MVC applications and 
it contains static files such as images, stylesheets, and icons. Our uploaded image was 
indeed a static resource and by trying to access it in that path: https://
admin.redacted.com/Content/img.png, we received back our photo. 
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Uploading a shell 
Once an attacker finds a vulnerability, he usually doesn’t stop until he elevates his 
privileges and infiltrates more into the target system. That’s what we did in our further 
steps, we decided to upload files that may allow us to execute server-side code.  

Based on the knowledge we had until that moment of the application, we specifically 
looked for those files that would allow us to run Visual Basic code, as they would have 
had the most chances to be interpreted correctly by the web server. We gathered a list of 
16 file extensions, powered on the Intruder, and started the upload process. In the end, 
one file with an .aspx extension was found to be allowed by the web application. 

We uploaded a simple shell interface containing two components: one that executed the 
system commands in the backend and one which returned the results in the web 
browser. Running a whoami command disclosed to us that we had the Administrator 
role over the machine we’ve just compromised.  

Based on the result of the whois command, the machine was an Amazon EC2 instance 
that possibly could give us more permissions in the AWS infrastructure. However, when 
we tried to query the metadata service, we received some internal errors that would 
require us to modify the system configuration. At that point, it was clear to us that we 
had reached our goal. 
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Lessons learned & Conclusion 
As soon as the Penetration Testing exercise was finished, our security team delivered a 
report to the client containing all the security vulnerabilities. This has allowed them to 
gain an attacker’s perspective on their biggest vulnerabilities. Our team also provided 
recommendations for the next steps. 

During the final meeting, we discussed the findings and debated on the resolution. The 
Security and Data Protection team also stayed close during the remediation phase. 

Looking at the bigger picture of this vulnerability, some good security best practices can 
be outlined. 

A system is only as secure as its weakest link and penetration exercises are a good way 
to assess the security level of a system or network. Both digitalization and cybercrime 
are on a fast-growing path. Many of the activities performed within organizations are 
being transformed digitally, some migrated for the first time ever. While that means 
huge value in terms of savings and efficiency, it also opens the list of vulnerabilities. 

If you would like to know how prepared your company is in the event 
of an attack, our Security and Data Protection Team can shine a light 
on the loose ends. As a one stop shop for security, we can develop 
the right security strategy to keep your assets out of harm’s way. 

Drop us a line and schedule a meeting to help your 
organization stay safe. 

All information contained herein is property of Zitec. You agree not to use, reproduce, distribute or create 
derivative works based on any (portion of) Zitec copyrighted work, without first receiving Zitec’s express written 
permission. (C) 2021 Zitec.

 Web applications that are specifically designed for internal use, but need to be 
publicly available should not disclose resource files (scripts, stylesheets, static 
content) before the user logs-in.

 Authorization and access-control mechanisms should be implemented for each API 
endpoint; users should have dedicated roles, and access to application’s 
functionalities should be granted based on granular security policies.

 Upload functionalities should be designed such that they take into consideration the 
possible security misconfigurations that may appear (e.g. user uploads files with 
different extensions and content-type).

 User-uploaded content should be stored in sandboxed locations where execution 
rights are not possible (e.g. storage buckets).

 The web service should run under a limited system account that has access only to 
files and folders used in the context of the web application.


